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DETAILED ACTION 

1 . This action is responsive to communication: amendment filed on 9 March 2005 with an 
original application filed 16 February 2001, with acknowledgement of foreign application date of 
09 March 2000. 

2. Amendments to the claims and abstract are accepted. Claims 9-12, 21-24, and 33-36 are 
currently pending in this application. Claims 9, 21, and 33 are independent claims. 

3. The arguments presented in the amendment are moot due to new grounds of rejection. 

Claim Rejections - 35 USC § 101 

4. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or 
composition of matter, or any new and useful improvement thereof, may obtain a patent 
therefor, subject to the conditions and requirements of this title. 

5. Claims 9-12 are rejected under 35 U.S.C. 101 because the claimed invention is directed 
to non-statutory subject matter, a computer program. To overcome this 101 rejection applicant 
needs to amend the independent claim 9 so that a computer is performing the symmetric-key 
encryption method. 

Claim Rejections - 35 USC § 112 

6. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and 
distinctly claiming the subject matter which the applicant regards as his invention. 

7. Claims 9-12, 21-24, and 33-36 are rejected under 35 U.S.C. 112, first paragraph, as based 
on a disclosure which is not enabling. The steps that include: 'a counter and the two pseudo- 
random number sequences, as well as concatenates the series of ciphertext blocks one after 
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another sequentially' critical or essential to the practice of the invention, but not included in the 
claim(s) is not enabled by the disclosure. See In reMayhew, 527 F.2d 1229, 188 USPQ 356 
(CCPA 1976). The subject matter is essential for an understanding of the claimed invention 
because the claims as written do not provide one an understanding how to use the invention, for 
example the operation(s), are not defined, in addition it is not clear how many operations are 
performed, and there is no clear understanding of the order that the operation(s) and encryption 
are performed. 

In the step "outputting a feedback value obtained as a result of operation on said one of 
said plurality of plaintext blocks and said random number block" the "operation" is not described 
in the claims or understandable in light of the specification. 

Furthermore, in the step ''said feedback value being fed back for use in the operation on 
another one of said plurality of plaintext blocks" because the operation is not described, in 
addition there is no clear understanding which plaintext block(s) the operation will be performed 
on, likewise there is no distinction if the operation occurs one, two, or three times. 

Furthermore the step of "performing an encryption operation using said one of the 
plurality of plaintext blocks, said random number block, and said feedback value obtained as a 
result of operation on still another one of said plurality of plaintext block to produce a ciphertext 
block" is not operative, because the feedback operations (first, second, third?) are not well 
defined, in addition there is not clear understanding which plaintext block(s) the encryption 
operation will be performed. It appears that many errors in translation have occurred throughout 
claims as well as specification. After reviewing the specification pages 23-29, it appears that 
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more than one step essential to the operation of the method are either nriissing or recited in a 
different order than explained in the specification. 

To overcome this portion of the 112 rejection all the independent claims need to be 
modified significantly so that missing steps are included, (i.e. counter, concatenates the series of 
ciphertext blocks one after another sequentially, two series of pseudo-random numbers, etc.). 

8. Claims 9-12, 21-24, and 33-36 are rejected under 35 U.S.C, 112, second paragraph, as 
being incomplete for omitting essential elements, such omission amounting to a gap between the 
elements. See MPEP § 2172,01. The omitted elements are: two computers connected over a 
network, padding, a pseudo-random sequences, a counter, a series of ciphertext blocks, 
"concatenates the series of ciphertext blocks one after another sequentially", as well as a clear 
explanation of what "operation(sy' are referenced in the claims. It appears that many errors in 
translation have occurred throughout claims as well as specification. After reviewing the 
specification pages 23-29, it appears that more than one step described above are either missing 
or recited .in a different order than explained in the specification. 

9. To expedite a complete examination of the instant application the claims rejected under 
35 U.S.C. 101 (nonstatutory) as well as 35 U.S.C. 1 12 above are ftirther rejected as set forth 
below in anticipation of applicant amending these claims to place them within the statutory 
categories of the invention. 



Application/Control Number: 09/818,567 Page 5 

Art Unit: 2134 

Claim Rejections - 35 USC §102 

10. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treat)' defined in section 351(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language 

11. Claims 9-12, 21-24, and 33-36 are rejected under 35 U.S.C. 102(e) as being anticipated 
by ShuklaU.S, Patent No. 6,345,101 (hereinafter ' 101). 

As to independent claim 9, "A symmetric-key encryption method comprising the 
steps of:" is taught in '101 col. 5, lines 26-32; 

"dividing plaintext composed of redundancy data and a message to generate a 
plurality of plaintext blocks each having a predetermined length" is shown in '101 col. 3, 
lines 7-10; 

"generating a random number sequence based on a secret key; generating a random 
number block corresponding to one of said plurality of plaintext blocks from said random 
number sequence; outputting a feedback value obtained as a result of operation on said one 
of said plurality of plaintext blocks and said random number block, said feedback value 
being fed back for use in the operation on another one of said plurality of plaintext blocks" 
is disclosed in '101 col. 8, lines 56-67; 

"and performing an encryption operation using said one of the plurality of plaintext 
blocks, said random number block, and a feedback value obtained as a result of operation 
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on still another one of the plurality of plaintext blocks to produce a ciphertext block" is 

taught in MO] col 11, lines 25-35. 

As to dependent claim 10, "wherein said encryption operation uses one or more said 
random number blocks whose total length is longer than a length of said ciphertext block" 

is shown in '101 coL 5, line 60 through col. 6, line 8. 

As to independent claim 21, this claim is directed to the apparatus of the method of 
claim 9, and therefore is rejected under the same rationale. 

As to independent claim 33, this claim is directed to a medium storing a program of the 
method of claim 9, and therefore is rejected under the same rationale. 

As to dependent claims 22 and 34, these claims contain substantially similar subject 
matter as claim 10 and are rejected along the same rationale. 

Claim Rejections - 35 USC § 103 

12. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or 
described as set forth in section 102 of this title, if the differences between the subject 
matter sought to be patented and the prior art are such that the subject matter as a whole 
would have been obvious at the time the invention was made to a person having ordinary 
skill in the art to which said subject matter pertains. Patentability shall not be negatived 
by the manner in which the invention was made. 

13. Claims 11, 12, 23, 24, 35, and 36 are rejected under 35 U.S.C. 103(a) as being 
ujipatentable over '101 in further view of Davis U.S. Patent Application Publication No. 
2004/0230799 (hereinafter '799). 
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As to dependent claim 11, "further comprising steps of: concatenating a plurality of 
said plaintext blocks to generate plaintext"" is taught in '101 col. 3, lines 1-10 "The steps 
involved in encryption and decryption are as follows: . . . Splitting of the plain-text into data 
blocks of fixed length. If the last data block is smaller than the desired size, it is padded with 
extra bits to make it the same size as the other data blocks"; 
The following is not taught in '101 however '714 teaches: 

"extracting redundancy data included in said plaintext" in page 3, 
paragraphs 0030-003 1 "A selected number of pseudo-random bits are extracted from pseudo- 
random data stream 450 in order to produce an integrity matrix 600"; 

"and checking said redundancy data to detect whether said ciphertext has been 
altered" in page 3, paragraph 0033 "The changing of a single bit of message 470 results in the 
changing of statistically 50% of the integrity bits, but in an externally unpredictable pattern . . . 
and uses it to validate the incoming ICV, an attack on the message (whether in cipher-text or 
plaintext form)". 

It would have been obvious to one of ordinary skill in the art at the time of the invention 
to modify the combination teachings of '101 that show a symmetric block cipher that uses 
multiple stages with a random number generator to include detection of tampering with the 
decrypted data. One of ordinary skill in the art would have been motivated to perform such a 
modification because digital data contains sensitive information that integrity must be protected. 
As indicated by '799 (see page 1, paragraph 0008-0009) "In an effort to overcome this tampering 
susceptibility, an integrity checksum 250 may be generated concurrently with encrypted data 
stream 240, Integrity checksum 250 accompanies encrypted data stream 240 ... Hence, it is 
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desirable to develop an efficient and cost effective technique by which various devices may 
securely communicate with each other with minimal latency". 

As to dependent claim 12, "further comprising steps of: extracting secret data 
included in said plaintext; and checking said redundancy data and said secret data to 
detect whether said ciphertext has been altered" is taught in '799 page 4, paragraph 0037 "To 
establish secure communication between the two devices ... two general operations may 
performed; namely (1) mutual authentication and (2) production of the ICV using the shared 
session key". 

As to dependent claims 23, 24, 35, and 36, these claims contain substantially similar 
subject matter as claims 1 1 and 12; therefore they are rejected along the same rationale. 

Conclusion 

13. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. 

Gilgor et al. U.S. Patent Apphcation Pub. No. 2001/0033656 

14. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Ellen C Tran whose telephone number is 

(571) 272-3842. The examiner can normally be reached from 6:30 am to 3:30 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gregory A Morse can be reached on (571) 272-3838. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 

Ellen Tran 
Patent Examiner 
Technology Center 2134 
25 May 2005 
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